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[bookmark: _Toc102369036][bookmark: _Toc102548504][bookmark: _Toc116289216]This document is one of the governing documents for the Swedish Certification Body for IT Security (CSEC).
In this document, "the Scheme" refers to the scheme for certification within CCRA.
This document is part of a series of documents that provide a description of aspects of the Scheme and procedures applied under it. This document is of value to all participants under the Scheme, i.e., to anyone concerned with the development, procurement, or accreditation of IT products for which security is a consideration, as well as those already involved in the Scheme, i.e. employees at the Certification Body, Evaluators, current customers, contractors, and security consultants. 
The Scheme documents and further information can be obtained from the Swedish Certification Body for IT Security. Complete contact information is provided in the following box.
	Swedish Certification Body for IT Security

	FMV / CSEC
Postal address: SE-115 88 Stockholm, Sweden
Visiting address: Banérgatan 62

	Telephone:	+46-8-782 4000

	E-mail:	csec@fmv.se
Web:	www.csec.se


[bookmark: _Toc241041830][bookmark: _Toc200443093][bookmark: _Toc211235263]Purpose
This document provides a general overview of the procedures for coexistence between “Commission Implementing Regulation (EU) 2024/482 - the European Common Criteria-based cybersecurity certification scheme (EUCC)” and "The Arrangement on the Recognition of Common Criteria Certificates in the Field of IT Security (CCRA) as described in "CCMC-011-v1.0-2025-Mar-19 - CCRA and EUCC Co-existence"
[bookmark: _Toc200443094][bookmark: _Toc211235264]Terminology
Abbreviations commonly used by the Swedish Certification Body for IT Security (CSEC) in External Publications (EP) are for all EP-documents described in Appendix 2 in this document, EP-001 Certification and Evaluation - Overview.
The following terms are used to specify requirements:
SHALL	Within normative text, “SHALL” indicates “requirements strictly to be followed in order to conform to the document and from which no deviation is permitted.” (ISO/IEC). 
SHOULD	Within normative text, “SHOULD” indicates “that among several possibilities one is recommended as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required.” (ISO/IEC) 
The CC interprets 'not necessarily required' to mean that the choice of another possibility requires a justification of why the preferred option was not chosen. 
MAY	Within normative text, “MAY” indicates “a course of action permissible within the limits of the document.” (ISO/IEC). 
CAN	Within normative text, “CAN” indicates “statements of possibility and capability, whether material, physical or causal.” (ISO/IEC). 
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[bookmark: _Toc102369037][bookmark: _Toc102548505][bookmark: _Toc116289217][bookmark: _Toc241041833][bookmark: _Toc200443096][bookmark: _Toc211235266]Background
The European Cybersecurity Act (CSA) entered into force in 2019. The first certification scheme "the European Common Criteria-based cybersecurity certification scheme" (EUCC) within the framework of the CSA entered into force in the beginning of 2025. As a result of this all national cybersecurity certification schemes and the related procedures for ICT products and ICT processes that are covered by the EUCC shall cease to produce effects from 12 months after the entry into force of the EUCC.
This means that the national certification bodies that are members of the CCRA are not allowed to issue new certificates after the 27th of February 2026.
Within the EU Common Criteria certifications thereafter will be performed by private Certification bodies.
Within the CCRA certifications are performed by, or supervised by, government entities.
The Management Committee of the CCRA has established procedures that will allow private CBs to put the CCRA mark on a EUCC certificate. The procedures include licensing of the conformance assessment bodies performing the evaluation and certification complemented with oversight on a per certificate basis.
For more information about the CCRA procedure please look into the document CCMC-011-v1.0-2025-Mar-19 “CCRA and EUCC Co-existence”.
[bookmark: _Toc211235267]Overview 
The procedures for achieving CCRA recognition for a EUCC certificate issued by a private certification body consists of two parts:
Licensing of Conformance Assessment Bodies
Per Certificate Oversight
These activities are to be performed by EU CCRA participants (usually the same organization as the NCCA) in each member state. This organisation will henceforth be called the Certificate Authorising Participant (CAP).
In some CCRA documentation the CAP will be referred to as “the Scheme”.
In Sweden this will be the responsibility of CSEC, formerly “The Swedish Certification Body for IT-security” which is also a part of the Swedish NCCA at the Defense Material Administration (FMV)
In addition to these procedures the CAP, together with the licensed Conformance Assessment Bodies, will be subject to the CCRA VPA procedures and, for new CCRA members, the CCRA Shadowing procedures.
[bookmark: _Toc211235268]Licensing of Conformance Assessment Bodies
[bookmark: _Toc211235269]Introduction
In the area of CB and ITSEF requirements, EUCC relies primarily on the accreditation and authorization (for level High) of CABs. Accreditation by a national accreditation body (NAB) is required, with authorization by the NCCA needed for level High, with CBs accredited against ISO/IEC 17065 and Labs accredited against ISO/IEC 17025. 
In addition to the accreditation and authorization, CCRA requires licensing of CABs to be eligible to issue certificates with the CCRA mark.
This licensing is to be applied to CABs (both ITSEFs and commercial CBs) for CCRA certificates in order to meet the CCRA requirements.
During licensing the organization providing government oversight will assess the working methods, CC procedures, and technical competency of the CABs and approve that they are sufficient to meet the CCRA requirements before they are able to issue certificates with the CCRA mark,
In Sweden CSEC is responsible for licensing of CABs for this purpose.
[bookmark: _Toc211235270]Background and Preconditions
The European Commission and the Common Criteria Recognition Agreement (CCRA) have established a framework for the coexistence of the EU Cybersecurity Act (CSA) and its associated certification scheme, the EU Common Criteria Scheme (EUCC), within the CCRA framework. Under this agreement, certificates issued under EUCC may—subject to specific approval—bear the CCRA logo and thereby be recognized by all CCRA member states.
Moreover, Conformity Assessment Bodies (Certification Bodies, “CBs”) and Common Criteria Testing Laboratories (Evaluation Facilities, “ITSEFs”) that have been accredited—and, where applicable, authorized—may also be licensed to issue certificates under CCRA.
Below is the detailed licensing procedure for Certification Bodies. For information on how EUCC certificates may be approved to use the CCRA logo, please refer to the EUCC‑CCRA co‑existence guidelines.
Purpose of Licensing
The purpose of the licensing scheme is to ensure that any CB or ITSEF possesses the necessary technical expertise and organizational structures to evaluate IT products and issue Common Criteria certificates in accordance with the CCRA.
Licensing Requirements
To be licensed as a Certification Body or as an Evaluation Facility, an organization must satisfy all of the following:
Accreditation
Certification Bodies must hold accreditation under ISO/IEC 17065 (Conformity assessment – Requirements for bodies certifying products, processes and services).
Evaluation Facilities (ITSEFs) must hold accreditation under ISO/IEC 17025 (General requirements for the competence of testing and calibration laboratories).
All accreditations are performed by the Swedish national accreditation authority, Swedac.
Authorization for High‑Assurance (Assurance Level “High”)
Any CB or ITSEF intending to issue certificates at Assurance Level “High” must also obtain formal authorization from the Swedish national cybersecurity certification authority, FMV.
For detailed information on the authorization process, see FMV’s guidance on High‑Assurance authorization.
Management and Organizational Controls
The organization shall maintain a documented organizational structure that clearly defines responsibilities for management, governance, impartiality, quality, site security, and any subcontracted entities.
Security Controls
The organization shall have documented processes and procedures covering:
Security management and risk analysis
Physical security measures
Information security
Security instructions and staff training
Competence, Qualifications, and Staffing
The organization must demonstrate it has sufficient personnel to perform certification or evaluation tasks with the required quality.
Staff must hold appropriate qualifications and competencies for the evaluation activities they conduct.
For the complete, verbatim set of requirements, see the full CCRA text (Common Criteria Recognition Agreement).
[bookmark: _Toc211235271]Licensing Process
The licensing workflow comprises four sequential phases:
Application
Submission via the prescribed application form. FMV acknowledges receipt, conducts an administrative review, invoices the licensing fee, and appoints an assessment lead.
Planning
FMV analyses the application and develops a licensing assessment plan. An initial kick‑off meeting with the applicant is scheduled and held.
Assessment
The technical evaluation and documentation review are performed and recorded.
Decision
A decision dossier is prepared; the applicant is given an opportunity to comment; FMV renders the licensing decision and notifies the applicant.
Application Procedure
Form
The application is made using EP-310 Ansökan om licensiering som organ för bedömning av överensstämmelse för CCRA-godkännande that may be found at CSEC’s website.
Complete the FMV CCRA licensing application form and save as PDF.
Email the PDF to csec@fmv.se with the subject line “Application for CCRA Licensing”.
Confidential information may be encrypted using Kurir (if applicable) or PGP using the public key presented on CSEC:s web.
Confirmation
Upon receipt, FMV sends an acknowledgment and assigns an official case number.
Required Attachments
Applicants must include:
Certificate of incorporation or registration
Swedac accreditation decision (ISO/IEC 17065 or ISO/IEC 17025)
ITSEF licensing decision (if applying as an evaluation facility)
Cooperation agreement for evaluation facilities (or equivalent)
Authorization decision for High Assurance level (where applicable)
Quality manual (or equivalent)
Security manual (or equivalent)
Certificate from pilot certification
Certification report from pilot certification
Evaluation Technical Report (ETR) from pilot certification
See the application form for full descriptions of each document and any additional conditions.
Fees
Please see FMV document EP‑008 Charges and fees for the current fee schedule.

[bookmark: _Toc211235272]Per Certificate Oversight
[bookmark: _Toc211235273]EUCC Certificates Eligible for CCRA Marking
Regulatory Clarification
Following a clarification by the European Commission, it is now possible for certificates issued under the EU Cybersecurity Act (Regulation (EU) 2019/881) and the EU Common Criteria Certification Scheme (EUCC, Regulation (EU) 2024/482) to be additionally approved to bear the Common Criteria Certification Mark of the CCRA. This co‑branding mechanism enhances the ability of European organisations to compete on the global stage.
FMV’s Mandate
The Swedish Government has appointed the Swedish Defence Materiel Administration (FMV) as a CCRA Signatory. FMV is therefore responsible for receiving, processing and deciding on all applications from Conformity Assessment Bodies (CABs) that wish to affix the CCRA Common Criteria Mark to their EUCC‑issued certificates.
[bookmark: _Toc211235274]Workflow
To verify that an EUCC‑issued certificate satisfies the technical and administrative requirements of the CCRA, FMV’s processing is structured into three discrete phases:
Application
Technical Assessment
Decision
[bookmark: _Toc211235275]Application
During the application phase CSEC will:
Receive submission from the issuing Certification Body.
Perform administrative intake: verify completeness, assign case number, and issue invoice.
The goal is an efficient certification process in-line with CCRA requirements. Input is the application form, draft ST, and assessment plan. Output is a statement by CSEC that the commercial CB may continue with the certification under the CCRA. 
Application 
The application is made using EP-306 Ansökan om godkännande av CCRA-logotyp på certifikat that may be found at CSEC’s website.
The form must be completed in full (PDF) and submitted by the same CAB that issued the EUCC certificate.
See the form for a complete checklist of required attachments and detailed procedural instructions.
Supporting Documentation
Applicants must attach (but are not limited to) the following:
EUCC Certificate
Draft Certificate
Certification Report
Security Target (ST) for the intended certification (if the application concerns an IT product)
Protection Profile (PP) for the intended certification (if the application concerns a protection profile)
Evaluation Technical Report (ETR)
Evaluation Work Plan
Cooperation Agreement with the contracted evaluation facility
Certificate of Registration (or: Company Registration Certificate – depending on context)
Submission
Email the PDF to csec@fmv.se with the subject line: “Application for CCRA Marking of EUCC Certificate”
Confidential information may be encrypted using Kurir (if applicable) or PGP using the public key presented on CSEC:s web.
Upon receipt, FMV will send an acknowledgment and formally commence processing.
[bookmark: _Toc211235276]Technical Assessment
During the technical assessment CSEC will
Confirm that the CAB possesses the requisite technical competence and resources to issue Common Criteria certificates.
Ensure the EUCC process aligns fully with CCRA rules on evaluation rigor, transparency, and procedural integrity.
ETR and CR phase
The goal of the ETR and CR phases are to verifiy that evaluation and certification is in line with the CCRA requirements. Input is all technical reports, certification report, draft certificate, and statement that all action items, including non-conformities. are closed. Output is formal approval by the CCRA participant to the CAB that CCRA marking can be placed on the certificate, which will then be published on the CC Portal by the CCRA participant.
The oversight process is flexible enough to be performed only at the end of the certification process. If the oversight identifies issues, then the certificate will not be allowed to have the CCRA mark, with no effect on the EUCC certificate. It is also possible that this oversight could be performed after the EUCC certificate has already been issued and is part of the assessment under the rules of the shadow certification. The approval by the CCRA participant would be for the EUCC certificate to be reissued by the CB with the addition of the CCRA mark.
[bookmark: _Toc211235277]Decision
Issue formal approval for applications meeting all criteria.
Document rationale for approvals or rejections; provide the CAB with an opportunity to appeal adverse decisions.
[bookmark: _Toc211235278]Fees
An invoice is issued upon confirmation of a complete application.
Please see FMV document EP‑008 Charges and fees for the current fee schedule.

[bookmark: _Toc211235279]Shadowing and VPA
To become a member of the CCRA the Certificate Authorising Participant has to undergo a shadow certification according to the regulation 2004-07-001 Conducting Shadow Certifications. 
Certificate Authorising Participant will be assessed regularly during Voluntary Periodic Assessments (VPA) according to the regulation 005-06-021 Conducting Voluntary Periodic Assessments of Schemes Participating in the CCRA.
The purpose of shadow certification ant the VPA is to determine that a Certificate Authorising Participant, together with its licensed CBs complies with the requirements of the  Common Criteria Recognition Arrangement (CCRA), (Annexes B, C and G). 
Commercial Certification Bodies licensed by a Certificate Authorising Participant will be reviewed during Shadowing and VPAs.
CSEC is already approved as a Certificate Authorising Participant meaning that it is the VPA that is relevant for us.
Commercial CBs licensed by CSEC will need to participate in the VPA. 
The VPA procedure may consist of:
a review of at least one certificate from each commercial CB
interviews with certifiers from the commercial CBs
visit to the premises of the commercial CBs






The purpose of shadow certification is to determine that a Scheme applying for acceptance as a certificate authorising participant into the CCRA complies with the requirements of the CCRA (Annexes B, C and G). 
Shadow Certification procedures will align mostly with ISO/IEC 17065 requirements, with additional verification performed by CCRA participants. However, the CCRA requires at least two candidate certifications to be viewed and discussed by an audit team on site, whereas the EUCC has no such requirement. 
For commercial CBs under the EUCC seeking the voluntary CCRA mark on a per certificate basis, they must cooperate with the national organization that is a member of the CCRA (usually the same organization as the NCCA). This cooperation includes the active support of commercial CBs when it comes to possible candidate assessments and on-site audit meetings. Both the commercial CBs and the organization providing government oversight will be the subject of the assessment. 
A final assessment of the CCRA requirements covered by ISO/IEC 17065 is in progress. It is assumed that the Shadow Certification Procedures will have to be adapted, especially as there can be several commercial CBs in one country in the EU. 
Furthermore the CCRA calls for periodic assessment of member Schemes. The purpose of a VPA is to determine that the constitution and procedures of the CCRA participant under assessment, as well as those of the CBs, continue to comply with the requirements of the CCRA. It is becoming apparent that requirements or concretizations that may go beyond ISO/IEC 17065 are in the area of technical competence that must be demonstrated in two certification procedures and the government oversight procedures. With regard to competence, please refer to the section “Verification of CB/Lab Requirements”. 
A final assessment of the VPA requirements covered by ISO/IEC 17065 is in progress. It is assumed that the VPA procedures mostly align as well, with additional verification performed by CCRA participants. Updated VPA procedures should also consider multiple CBs under supervision of an organisation performing the role of the NCCA, such as each one being part of the VPA or a sample of CBs based on recommendation from audit team.

[bookmark: _Ref91565320][bookmark: _Toc102369061][bookmark: _Toc102548529][bookmark: _Toc116289240][bookmark: _Toc241041859][bookmark: _Toc211235280]
[bookmark: _Toc193808343][bookmark: _Toc211235281]References
These references are common to all public Scheme documents.
	Reference
	Description

	2004-07-001
	Conducting Shadow Certifications

	2005-06-021
	Conducting Voluntary Periodic Assessments of Schemes Participating in the CCRA

	CC
	Common Criteria for Information Technology Security Evaluation. The most recent version is CC:2022. 

	CC Part 1
	Common Criteria for Information Technology Security Evaluation, Part 1: Introduction and general model 

	CC Part 2
	Common Criteria for Information Technology Security Evaluation, Part 2: Security functional requirements 

	CC Part 3
	Common Criteria for Information Technology Security Evaluation, Part 3: Security assurance requirements 

	CC Part 4
	Common Criteria for Information Technology Security Evaluation, Part 4: Framework for the specification of evaluation methods and activities

	CC Part 5
	Common Criteria for Information Technology Security Evaluation, Part 5: Pre-defined packages of security requirements 

	CCMC-011-v1.0-2025-Mar-19
	CCRA and EUCC Co-existence

	CCRA
	Arrangement on the Recognition of Common Criteria Certificates in the field of Information Technology Security, July 2, 2014 

	CEM
	Common Methodology for Information Technology Security Evaluation

	CSA
	REGULATION (EU) 2019/881 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 17 April 2019 on ENISA (the European Union Agency for Cybersecurity) and on information and communications technology cybersecurity certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act)

	EP-007
	Quality Manual

	EP-008
	Charges and Fees

	EUCC
	Commission Implementing Regulation (EU) 2024/482 of 31 January 2024 laying down rules for the application of Regulation (EU) 2019/881 of the European Parliament and of the Council as regards the adoption of the European Common Criteria-based cybersecurity certification scheme (EUCC)

	ISO/IEC 15408
	Information security, cybersecurity and privacy protection - Evaluation criteria for IT security. The most recent version is 15408-2022.

	ISO/IEC 17025
	General requirements for the competence of testing and calibration laboratories. The most recent version is ISO/IEC 17025:2018

	ISO/IEC 17065
	Conformity assessment — Requirements for bodies certifying products, processes and services. The most recent version is ISO/IEC 17065:2012.

	ISO/IEC 18045
	Information security, cybersecurity and privacy protection - Evaluation criteria for IT security - Methodology for IT security evaluation. The most recent version is 18045:2022.

	STAFS 2020:1
	Styrelsen för ackreditering och teknisk kontrolls föreskrifter och allmänna råd om ackreditering


[bookmark: _Toc29966997][bookmark: _Toc29967101][bookmark: _Toc29967205][bookmark: _Toc102369062][bookmark: _Toc102548530][bookmark: _Toc116289241][bookmark: _Toc241041860]



[bookmark: _Toc193808344][bookmark: _Toc211235282]
Abbreviations
The following abbreviations are used in this document and other CSEC documents.
	Abbreviation
	Description

	CC
	Common Criteria

	CCRA
	Arrangement on the Recognition of Common Criteria Certificates in the Field of IT Security

	CEM
	Common Methodology for Information Technology Security Evaluation 

	cPP
	Collaborative Protection Profile

	CSEC
	Swedish Certification Body for IT Security

	EAL
	Evaluation Assurance Level

	EWP
	Evaluation Work Plan

	FER
	Final Evaluation Report

	FMV
	Försvarets materielverk - The Swedish Defence Materiel Administration

	IEC
	International Electrotechnical Commission

	ISO
	International Organisation for Standardisation

	ITSEF
	IT Security Evaluation Facility

	NCCA
	National Cybersecurity Certification Authority

	PP 
	Protection Profile

	SOG-IS
	Senior Officials Group Information Systems Security

	SOG-IS-MRA
	Senior Officials Group Information Systems Security - Mutual Recognition Agreement

	ST
	security target

	Swedac
	Swedish Board for Accreditation and Conformity Assessment

	TOE
	target of evaluation

	VPA
	Voluntary Periodic Assessment

	NAB
	National Accreditation Body (In Sweden: SWEDAC)
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	Protection profile
	An implementation-independent set of security requirements for a category of targets of evaluation that meet specific consumer needs. [CC]

	Re-evaluation
	An evaluation of a new version of an already evaluated target of evaluation.

	Security target
	A set of security requirements and specifications to be used as the basis for evaluation of an identified target of evaluation. [CC]

	Target of evaluation
	A set of software, firmware and/or hardware possibly accompanied by guidance. [CC]
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