FMV & Certification Application - For Customers Within FMV

Application for Certification by the Swedish Certification Body for IT Security

This is for customers (sponsors) within The Swedish Defence Materiel Administration to apply for a
Certification by The Swedish Certification Body for IT-security (FMV/CSEC) for the IT-product, or
Protection Profile, specified under section 2 Target of Evaluation.

Certification is conducted according to the, at each time, valid version of the Swedish Common Cri-
teria Evaluation and Certification Scheme ("The Scheme"). The current version of the Scheme is
available at FMV/CSEC’s website and can also be obtained directly from FMV/CSEC. A brief over-
view can be found in the Scheme Publication SP-001 Certification and Evaluation Scheme - Scheme
Overview together with other relevant Scheme Publications.

The Swedish Certification Body for IT Security is organised within Forsvarets materielverk, FMV,
(The Swedish Defence Materiel Administration), a Government agency organised and existing under
the laws of Sweden.

1. Sponsor applying for Certification

Organisation name

Full mailing address

Visitors address

Work Order (AO - Arbetsorder)

Organisation telephone Organisation fax
Sponsor’s certification point of contact Title
E-mail address Telephone Mobile telephone

2. Target of Evaluation
[] Protection Profile [ ] IT Product

2.1 Type of Certification
What type of evaluation the certification is targeting

[] Initial evaluation [ ] Re-evaluation [ ] Certificate Maintenance
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2.2 Target of Evaluation Specification

Full and unique name, version, type of product, platform(s), initial evaluation or re-evaluation etc.
For IT-products: Used PP (Name and certification-ld), if any

2.3 Evaluation Assurance Level (EAL)
EAL1 EAL2 EAL3 EAL4 EAL5 EAL6 EAL7

[] [] [] [] [] [] []

2.4 Evaluation Assurance Augmentations (optional)
List any augmentations to the selected EAL

3. Scope of Certificate Recognition
CCRA and SOGIS-MRA may be selected in any combination. EA MLA is

[] CCRA (IT Products and Protection Profiles)
[] SOGIS-MRA (IT Products and Protection Profiles)
N EAMLA (Mutual recognition according to regulations issued by EA or IAF) is included by default

Additional requests

4. First time use of supporting documents within CCRA

When a Supporting Document to be used with a Collaborative Protection Profile is used for the first time in a certifica-
tion it is to be reviewed Certification Body. The result shall be reported to CCDB.

[[INo  This is not applicable

Supporting documents

[ ]Yes

5. NIAP - Product Compliant List (PCL)

Conditions for certifications, where the sponsor has the intention that the certified product shall be listed on the NIAP
Product Compliant List, are outlined in Scheme Note 21 - NIAP-Approved PP Certifications.
Additional costs will be added to the Certification fee.

[ INo  This is not applicable
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[]Yes The sponsor has the intention that the certified product shall be listed on National Infor-
mation Assurance Partnership’s Product Compliant List (NIAP PCL).

Please provide information about the applicable Protection Profile, and other documenta-

tion pointed out by NIAP, relevant to the certification.
Comments

6. Confidentiality Claims

Management of confidential information is described in SP-001 Certification and Evaluation Scheme - Scheme Over-
view.

Should there be any concerns or questions regarding confidentiality, the Sponsor is advised to contact the Certifica-
tion Body prior to submitting the application!

The Sponsor may emphasize the Confidentiality Claims for the certification below.

[ INo  The sponsor has no additional confidentiality claims.

[ ]Yes The sponsor has specific additional confidentiality claims.

Please explain the claims in the comments section below. Describe what information
should be handled confidentially and the reason for this.

Comments

7. Ongoing certifications List

[[] The Sponsor wants to have the Certification registered on the “Ongoing certifications List” on
FMV/CSEC’s web site
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8. Developer

[] If the box is checked the developer and the sponsor are the same organisation
Organisation name

Full mailing address

Visitors address

Organisation telephone Organisation fax
Developer’s certification point of contact (EAL2-7) Title
E-mail address Telephone Mobile telephone

9. ITSEF Contracted by the Sponsor

Organisation name

Date of contract signing

Lead evaluator Title
E-mail address Phone Mobile phone
ITSEF’s certification point of contact Title
E-mail address Phone Mobile phone

10. List of the Certification Application Attachments

Security Target or Protection Profile is mandatory. Evaluation work plan is mandatory. (Other documents can be
mandatory in an individual certification project.)
Included | Document Appendix | Document title and version

Security Target

Protection Profile

Evaluation work plan

Detailed description on the evalua-
tor’s approach

Sponsor — developer agreement

Sponsor — ITSEF contract

Evaluator impartiality and independ-
ence justification

O O oo

Re-evaluation impact analysis report
(re-evaluation)
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] Maintenance impact analysis report
(MIAR) (Certificate Maintenance)

L] Certified security target (re-
evaluation and Certificate Mainte-
nance)

L] Certification report (re-evaluation
and Certificate Maintenance)
Other attachments:

11. Other Information

Note - For details on legal protection of confidential information, how to make FMV/CSEC aware of
confidentiality claims and procedures for exchanging confidential information with FMV/CSEC,
please refer to SP-001 Certification and Evaluation Scheme - Scheme Overview.
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12. Sponsor Commitments

By signing this application form the Sponsor agrees to pay the fees, as defined in the Scheme Publica-
tion SP-008 Charges and fees.

In certain cases the Sponsor may withdraw the application and thereby cancel further execution of the
certification. In such cases the sponsor commits to pay the accrued costs for the work of FMV/CSEC.

The Sponsor commits to:

a) fulfill the requirements for certification, including implementing appropriate changes when they
are communicated by FMV/CSEC,

b) make all necessary arrangements for the conduct of the evaluation and certification, including
provision for examining documentation and records, and access to the relevant equipment, loca-
tion(s), area(s) and personnel,

¢) in case the Sponsor is not the Developer:
— ensure the Developer’s co-operation in the fulfillment of these requirements,
d) make claims regarding certification consistent with the scope of certification,

e) not to use its product certification in such a manner as to bring FMV/CSEC into disrepute and not
to make any statement regarding its product certification which FMV/CSEC may consider mis-
leading or unauthorized,

f) comply with any requirements that may be prescribed in the product certification scheme that re-
late to the use of marks of conformity, and on information related to the product,

g) inform FMV/CSEC, without delay, of changes that may affect its ability to conform with the certi-
fication requirements, and

h) archive the evaluated product in its certified configurations and all developer evidence as outlined
in the configuration list valid at the end of the certification procedure for a time frame of 5 years.

The Sponsor agrees that FMV/CSEC archives all evidence provided, as well as FMV/CSEC’s internal
files, based on the scheme regulation for archiving.

The Sponsor agrees to all responsibilities defined in the Scheme, see SP-002 Evaluation and Certifica-
tion.

13. Sponsor’s Signature
Date Place

Signature (duly authorized representative)

Name Title

FMV/CSEC will process the personal data you have given to be able to handle the application for
Certification. This is according to the General Data Protection Regulation.

In addition, please send the signed form to:
FMV/CSEC
Postal address: SE-115 88 Stockholm, Sweden
Visiting address: Banérgatan 62, Stockholm, Sweden
Telephone: +46 8 782 4000
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