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Accred. no. 1917
Certification of

® Products
ISO/IEC 17065

Swedish Certification Body for IT Security

COMMON CRITERIA CERTIFICATE

Intrusion Detection in the HP Enterprise Laset]et,
Officejet, and PageWide SFP and MFP FutureSmart

Firmware

Certification Identification: CSEC2016006
Type of Product: Single and multifunction printer
System firmware, JetDirect firmware, model series: System firmware, JetDirect firmware, model series:
2405268_022716 JS124050246 HP PageWide Enterprise Color MEP 586 Series 2405268_022740 JDI24050229 HP Laser]et Enterprise MFP M725 Series
2405268_022711 JSI24050246 HP PageWide Enterprise Color Printer 556 Series 2405268_022741 JDI24050229 HP Laser]et Enterprise flow MFP M830 Series
2405268_022703 JDI24050229 HP Color Laser]et Enterprise Printer MG51 Series 2405268_022696 JSI124050246 HP Color Laser]et Enterprise MFP M577 Series
2405268_022726 JSI124050246 HP Color Laser]et Enterprise Printer M553 Series 2405268_022698 JSI124050246 HP Laser]et Enterprise MFP M527 Series
2405268_022705 JDI24050229 HP Officejet Enterprise Color MFP X585 Series 2405268_022702 JDI24050229 HP Laser]et Enterprise 500 MEP M525 Series
2405268_022721 JDI24050229 HP Officejet Enterprise Color Printer X555 Series 2405268_022718 JSI124050246 HP Laser]et Enterprise Printer MG0G6 Series
2405268_022724 JDI24050229 HP Color Laser]et Enterprise Printer M855 Series 2405268_022717 JS124050246 HP LaserJet Enterprise Printer M506 Series
2405268_022738 JDI124050229 HP Color Laser]et Enterprise MEP M680 Series 2405268_022718 JSI124050246 HP Laser]et Enterprise Printer M605 Series
2405268_022739 JDI124050229 HP Color Laser]et Enterprise flow MFP M880 Series 2405268_022701 JDD124050229 HP Laser]et Enterprise MFP M630 Series
2405268_022704 J1DI24050229 HP Laser]et Enterprise 500 color MEP M575 Series
Product Manufacturer: HP Inc.
Assurance Package: EAL 2 + ALC-FLR.2
IT Secutity Evaluation Facility: atsec information security AB
Certification Report HP ID, CSEC, 2019-05-24, 17FMV7323-44:1

15 through decision

24™ of May 2019

certified in accordance with Common Criteria and the Swedish Certification Scheme

e
Dag Stréman
Head of CSEC

The IT-product identified in this certificate has been evaluated by an accredited evaluation facility using a methodol-
ogy defined in the Common Methodology for IT Security Evaluation version 3.1 revision 5, for conformance to the
Common Criteria for IT Security Evaluation, version 3.1 revision 5. The validation has been conducted in accord-
ance with the requirements in SWEDAC’s Regulations and General Guidelines (STAFS 2007:21) for Bodies Cettify-
ing IT-security and is based on the conclusions presented in the evaluation technical repozt. This certificate is not an
endorsement of the IT-product by the certification body or by any other otganisation that recognises or gives effect
to this certificate. The certificate is only applicable to the specific product and version in the configuration that has
been evaluated according to the certification report. For information regarding the current status of the certificate,

please contact CSEC or look at the CSEC website. '
FMV &




